
uynlNNnAN oAN cQNc noa xA nQl cnu Ncnh vrPT NAM

ruANn soN do- nh hric

s6(lLr UBND Khdnh Son, ngdY,,$ thang(ndm 2018

",l"
cinh b6o vd dO nghi theo

hQ th6ng b6o ve nhu: IDS/IPS, Firewall,"' theo c6c

phu luc dinh kdm Cdng vdn ndY;

md dQc GandCrab cAn nhanh ch6ng cO lpp vung/

nhi6m vir b5o c6o v6 UBND huyQn (th6ng qua Phdng Vdn h6a vd Th6ng

Tru

d6i, ngdn chfln
dibu khi6n ma

t6t nOi m6Y chri

dOc GandCrab

Kinh grii
- Vdn phdng HDND&UBND huYQn;

- Cdcco quan, dcrn vi, ban, ngdnh, doirn th6;

- Cdc dcvn vi sg nghiQp tryc thuQc UBND huyQn;

- UBND cdc xd,thi tr6n.

Cdn cir C6ng v6n s6 589/STTTT-CNTT ngey l)l4l2}l8 cira So Th6ng tin vir

th6ng tinh Khanh Hda v6 viQc cinh b6o vi dO nghi theo d6i, ngen chan ktit

chu di6u khi6n, md dQc GandCrab'

,nili

H de gi6i md dt liQu.

Do vfy d6 chu clong ng6n chfln m5 dQc tr6n, UBND huyQn Kh6nh Scrn d6

cdc co quan, dcrn vf, dfa phucrng khAn truong thUc hiqn c6c nQi dung sau:

1. DOi v6i c6n bQ quin tri cong/trang th6ng tin dien tu; c6n bQ phu tr6ch

ctra co quan, dcrn vi

- Theo d6i, ngdn chfln t<Ct nOi d6n c6c m6y chu diAu khiCn m6 <1Qc t6ng ti6n

nol

GairdCrab vi cflP nhdt vdo c5c

th6ng tin nh{n dang md dQc tai

- Trucrng hqP Ph6t hiQn

*a[
I

tin)
hqp

bi
de huyQn th6ng b6o DQi ung cr?u sg c6 m?ng m5y tinh tinh Kh6nh Hda

xri lf.

2.D}ivdi ngudi dtng c6 nh0n

phoi

Trung tdm VNCERT th6ng b6o viQc ph6t hiQn dang co chi6n dich ph6t t5n

ma t6ng tidn GandCrab t6n cdng nhi6u nu6c tr6n th6 gi6i, trong do c6 ViQt

Md dQc t6ng ti€n'GandCrab dugc phdttdnth6ng qua bQ c6ng cp khai th6c t5
N

RIG; khi bi nhi5m, todn bQ cdc tQP tin dt liQu m6y ngudi dung sE bf md h6a

va md rQng cria t4P tin bf d6i thenh *.GDCB ho[c * .CRAB, d6ng thdi md dQc

ra mQt tQp CRAB-DECRYPT.txt nhim YOu ciu vd hudng d6n nguoi dtng tr6

tt 400 d6n 1000 ct6 la My (USD) bsng c6ch thanh to6n qua ti6n diQn tu



- Khuy6n c6o ngirdi st dpng n6ng cao c6nh gi6c, kh6ng m0 vlr truy cQp vdo

c5c li6n r.6t ifirr.) cflng nhu cfc tpp tin dinh kdm trong email c6 chira cdc tQp tin kO

c6 trudrng hqp o dang .doc, .pdf, .2ip,... dugc giri ttl ngudi 14 ho4c email dugc gui

tri nguoi quen nhrmg c6ch d?t ticu d6 hoac ng6n ngt kh6c thudng.

- Khi nhQn dugc email nghi ngo cAn kfp thoi th$ng b6o vC USND huyQn

(th6ng qua Phdng Vdn h6a vir Thdng tin).

3. Dc nghi c6c co quan, d<rn vi, ilia phucrng khan trucrng th6ng b6o nQi dung

ndy dtin toan tIC c6n bQ, c6ng chftc, vi6n chirc, ngudi lao dQng tryc thu6c d6 thpc

hipn.

Theo cfurh b6o cria Trung tdm VNCERT, md clQc t6ng tiiin Gand Crab rdt

nguy hi6m, co thi5 d6nh clp th6ng tin vd md h6a.todn b0 dt liQu tr6n m6y tfnh bi

nhi6m. Tin t{c khai thSc vd t6n c6ng sE gdy ra nhidu hQu qui nghiOm trong kh5c.

Khi ph6t hiQn su cO m6t an todn th6ng tin, d6 nghi c6c c0 quan, don vf, c6c

clia phucrng kip thcyi b6o ,rC tlgND huyQn (qua Phdng Vdn h6a vir Th6ng tin huyQn)

ab irve, ,no"g b5o E6i Ung cuu sg co mang m6y tinh tinh Kh6nh Hda phoi hq'p

xt lf.
UBND huyQn Kh6nh Scrn dO nghi c6c co quan, dcrn vi, ilia phucmg quan tdm

tri6n khai thgc hiQn./.

I{HAltIfu,ANTINoi nhQn:
- Nhu tr6n (VBDT);
- Luu: YT,PYHTTrTr7
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Phg lUc
THONG TIN vE wtA ogc GAI\DCRAB

(Kdm theo C6ngvdn s6 SID/STTTT-CNTT ngdy I0/4/2018
crta Sd Th6ng tin vd Tnry€n th6ng)

1. Danh s6ch cic mr{5, shi ilidu khi6n mfl iIQc GandCrab (C&C Server) c$p

nlrflt tl6n ngiry 051412018

STT Dia chi C&C

I politiaromana.bit

2 malwarehunterteam. bit

3 gdcb.bit

2 Danh sdch mfl bIm (Hash SHA-256)

sEr sHA-256

I 9 66a08 52c 8 ad bea0b 7 aada7 c2c8 5 1 ee642c7bca7 da3b29 ee I 43 f47 ddeb90a5
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